Safeguarding Children and Becta
Young People in a digital world

Practical advice to bring your organisation up to speed !

leading

What do we mean by Safeguarding? Bectami™

Empowering children and young people to protect themselves
fromthe 4 C's

* Content - «Uploaded and downloaded!
« Commerce - «Scams, identity theft, commercialism
« Contact -

*Grooming: sexual and race hatred

» Conduct - Cyberbullying and social networking
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Who's role is it in a school or other children’s se rvice?

Everybody’s!
e-safety is a child safety — not an ICT — issue!

Protecting children whilst they are in our care
and educating them for when they are not!

E-safety and Web 2.0 research
c o Becta learning
*Creativity

Benefits — 215t Century skills “Ideas generation
*Presentation

eLeadership
*Team building

. . *Confidence
A gap IS growmg «Communication
between web «Innovation
confident children at “Initiative
h dth «Critical awareness in information
ome an ose gathering
restricted to web use «Ability to evaluate, question and prioritise
information

at school from pre-
approved sites

Create portfolios of digital media
*Engage in peer teaching
*Develop confidence and voice.
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Web 2.0 technologies for learning at KS3 andKS4:
E-safety and Web 2.0
Key findings:

« ...how to support children to engage in productive and creative social
learning while protecting them from undue risk.

* Most learners surveyed were aware of internet dangers, though many
demonstrated poor practice around password security.

« E-safety concerns can be a barrier to the adoption of Web 2.0 activity

e Teachers are often constrained by real or perceived limitations set by
local authorities and schools
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» Schools have a clear role in esafety education - important even if Web
2.0 sites are blocked on the school network!

* In an increasingly risk-averse society, where schools and LAs are
vulnerable to legal action, there is a strong incentive to avoid risk to
children from internet predators and abusers. This concern was often
focused on avoiding the most extreme, but rare cases.

 Parents have concerns about e-safety, but are generally positive about
the use of technology to support learning.
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Most preferred ways to learn

Bect

I <o
[ 390,
e
[
I o
I oo
L pun
[
A
I oo
[ A

8%
- 5%
. o
. 3% .

leading
next generatlon

a learning

Q

Common classroom activities
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Young people spend more time out of leading

next generatlon

school doing school work on a computer Becta®

Out of school: General web
hrowsing

or instant messages

leading

Becta [\eeax:rﬁﬁ;eratlon
Conclusion?
« Most experts surveyed advocated an ‘empower and manage’

approach, in which schools allow children access to public Web 2.0
sites.

« Children are educated and helped in school to use Web 2.0 activities
for responsible and creative learning.

« Children’s web activity is monitored and action is taken against
threatening or unsafe online behaviour.
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Are you prepared for the following? Becta®&

Parental query: staff using own ICT devices to capture pictures or contact pupils
(legitimately!!)

 Staff personal online profiles revealing personal details to all — including pupils and
their parents!

Staff subject to cyberbullying attacks by pupils
e ‘Their partner downloaded porn on the school’s lapt op’ - primary head teacher

* ‘The monitoring software recorded tens of thousands of violations in a two
week period’ - secondary head teacher

» ‘There’s a website created by my pupils listing chi Idren no one likes and
their parents are telling me to do something about it'" - primary head teacher

* ‘The children use their mobile phones to send porn via bluetooth’ - primary
head teacher

Escalate  High Risk g
- to the service provider! Becta®
- report abuse!
- involve LA support services

the young person should be supported to stop
the activity, or take no further action

There is little or no danger to the young
person - Low/No risk
the activity is one they may continue with
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Lois’s friend offers to share their Instant
Messenger (like MSN) contacts. Lois is very
pleased because she now has 150 ‘friends’.
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* Lois’s ‘friends’ have been collected by sharing address
books.

» She only knows about one third of the people in her contact
list.

» She has used the features in MSN to sort her ‘friends’ into
groups — school, home friends, family, holiday mates.

» She also has a group for ‘friends of friends’ i.e. internet
strangers.

» She does not give out any personal details to these people.

» She is happy to chat online with friends of friends, but nothing
more.

» She does not use her web cam when she talks to this group.
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How would
you know?

Do you understand
what the risks and
issues are?

What are the
implications and
how serious are

~—

Would the young
person/ adult be
aware of the
risks?

3\
[NEN E-Safety Audit Tool J

. J
Welcome back Ruth New —
Here are your previous answers: User J B
A
® Does your establishment have an E-Safety committee which agrees the general =i
principles of safer intemet use and behaviour? 1
Your answer: Unanswered (O) agvice [ | Modity
® Do you involve parents and pupils in identifying good practice and setting boundaries
for use?
Your answer: Unanswered () Advice [ | Modity
® Do you set clear sanctions for staff and pupil use?
Your answer: Unanswered () Advice [ modity
® Do you monitor and police the policy and are you strict about applying sanctions
where necessary?
Your answer: Unanswered O Advice Dlﬂodiﬂr
® Nnvnilhave an Arrentable Lse Police (41IPT? 2
J
I 2007 Northern Grid for Leaming
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1
| Review

1 General

# Does your establishment have an E-Safety committee which agrees the general
principles of safer intemet use and behaviour?

» Speak to someone in your senior management team and find out about existing systems or
plans for the future.

Becta's advice on effective E-Safety practice can be found in the links below.

You will find specific reference to E Safety responsibilities and forming an E Safety group or
committee on page 7 of the K51 and 2 document and page 6 in the K53 and 4 document. (Links
below open in a new window)

Signposts to Safety: Teaching e-safety at Key Stages 1 and 2 (Website)

Signposts to Safety: Teaching e-safety at Key Stages 3 and 4 (Website)

Next answer

. v
@ 2007 Northern Grid for Leaming

3
[NEN E-Safety Audit Tool J

'1 Use of the Internet i Review

& Does everyone know what they should do if they accidentally find a website which

is offensive?

» As a matter of urgency talk to someone in your senior management team and ensure you are
protected by the correct policies and procedures.

Useful Links:

Northern Grid for Learning Acceptable Use Policy (FDF doc)

What To Do If! Flow Chart (FDF doc)

Suspicious Web Browsing (Word doc)

(& 2007 Morthern Grid for Leaming
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What is “The National Education Network -
NEN?”

Dedicated educational network
Sharing resources
Promoting:
— safeguarding
— security
— communication.
www.nen.gov.uk

leading

Issues to consider Becta next generation

learning

* Who is responsible for teaching e-safety?

* How can parents be involved?

* What support is there in the event of a ‘disclosure’?

* Advent of 3G and ‘mobile internet’

* Data security —- PASSWORDS!

» External issues being brought inside
eg cyberbullying

* Protection for staff — AUP’s

» At what age should internet safety lessons start?
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Boy, three, buys car on internet

A three-year-old boy has
used his mother's computer
to buy a £9,000 car on an
internet auction site.

Jack Neal's parents only
discovered their son's
successful bid when they
received 3 message from eBay
about the Barbie pink Nissan
Figaro.

Jack bought a pink Nissan on an
internat site

Rachael Neal, 36, said her son was quite good at using the
computer.

Mrs Neal, of Sleaford, Lincolnshire, said she had left her eBay
password in her computer and her son had used the "buy it
now" button.

She said: "Jack's a whizz on the PC and just pressed all the
right buttons.

“[ was just horrified.

"We now have the parental
locks on - and we make sure
we sign out of eBay!"

She said her husband John, 37,
had called the seller of the car
and explained the mistake.
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Fisher-Price's Easy-Link
Internet Launchpad, a
keyboard-free console for
the 3-and-older crowd.
When toddlers stick a
figurine into its appropriate
console slot, they are
whisked directly to the
character's official website,

Let’s start with the basics......

Policies and
practices

inspection

Education and
training
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Standards and

Infrastructure
and technology
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Policy and practice - what help is available? Beckta ™

Becta’s Schools website http://www.becta.org.uk/schools/esafety

*E-safety: a whole school approach
- currently being updated

Main recommendations:
*E-safety co-ordinator
*Policy and management team
*Checklists of AUPs
eIncident log

*Safetynet discussion forum

Infrastructure - what help is available?

Currently being
extended to
include
monitoring

Becta Accreditation of Internet Services to Education: products

enables schools to purchase services from accredited suppliers that
meet and maintain specific standards in content filtering and service
performance.

Delivering the National Digital Infrastructure
— Robust and reliable networks

— Secure and safe access to data and content via the National
Education Network

— Best value purchasing

— Technical support and services

— Finding choosing and using resources
— Personalised learning spaces




Schools must tackle media literacy: v
‘Who wrote this and why?’ Becktare ™

r <fe [g Christopher Columbus @ All About Explorers I I - B -

(Click the map to enlarge)

Christopher Columbus was born in 1951 in Sydney, Australia. His home was on the sea
and Christopher longed to become an explorer and sailor. However, as a young man,
Christopher went to Portugal and got involved in the map making business with his
brother, Bartholomew. This business made Columbus a rich man. His books of maps are
still found today in every library in the world.

During this time, people were very interested in finding a sailing route around Africa to
China, Japan and India. They believed they would find expensive jewels and riches. The
experts believed that sailing east was the best route. Columbus, however, argued that
sailing in the opposite direction would get them to these lands much faster. King John I1
of Portugal, along with the Kings of France and England thought Columbus was crazy
and refused to help him make the voyage.

Columbus knew he had to make this idea of sailing, using a western route, more
popular. So, he produced and appeared on infomercials which sired four times daily.
Finally, the King and Queen of Spain called his toll-free number and agreed to help
Columbus.

In 1942 he set sail with three ships, the Nina, Pinta and Santa Maria and about 90 men.
The voyage was so much easier than sailing east. On October 12, 1942 Columbus
landed on an island southeast of Florida. He caimed this island for Spain and named it
the Indies, since he thought he had landed in India. He named the native people of the
island Indians. The Indians were excited by the newcomers and their gadgets. They
especially enjoyed using their cell phones and desktop computers.

Columbus returned to Spain in 1939 and was hailed as a hero. He was known as the
first person to walk on American soil. A huge parade was held in his honor. He appeared
on Larry King Live and became quite famous around the world.

Internet security :

‘If it looks too good to
it generally is’

Copyrightissues!
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be true

Farm er Wibblethorpe was particulacly pleased wit,
hls collectjon of ‘63\.&3“ Laszment" Shﬂ.f.?,
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teachtoday making sense of technology

A A A

Font

y® Wwww.teachtoday.eu == o

learning

home current issues. guide to technology resources about us jargon buster lesson plans

> ‘Searching the intenet

> Cyberbullying How to report a bully

Wntroduction Mobile phone operators.

Butyingtoday All mabile netwark providers in the UK are able to deal with instences invohing nuisance callers
and may be able to change the nUMber of the person being bullied by mobile

Preventing and

responding to bulying Some handsets allow the userto block unwanted callers. Details shuld be inthe mabile

handbook.

How technology &

=i You will need to invalve the police if action againsta bully's phane is required e g. 1o block their
How 1o report a buly aceount
Key safety advice o contact mobile network providers in the UK, click on the links below (NB: hyperlinks required) or

callthe following numbers:
> Privacy and personal
safety 02 08705214000

> Wellbeing and heath

Qrange 450 (from an Orange phone) or 07973 100450 for Pay as you Go customers
150 (from an Orange phone) or 07973 100150 for Pay Monthly customers

Online Discussions TMobile 150 (from a T-Wobile phone) or 0845 412 5000

Vodafone 121 (from @ Vodafone phone) or 08700 700131 for Pay monthly customers of
08700 778655 for Fay as you talk customers

Social networking sites

In general social networking sites have easy to access reporting features to report incidents of
onling bullying on their sites. Look outfor these within the user profile and on the homepage of the
hosts website.

Itis importantt repart instances of bulliing to social networking stes as they will investigate them
and remove any content thatis illegal or breaks their terms of use. They can also delete the
Popular Content accounts of peeple who have broken the rules.

internet reporting anline safety

Jteo semmniies To contactthe following providers, use the links and reporting advice below

preventing and responding to
Bebo

Click on a ‘Report Abuse link ocated on every Bebo profile page below the user's profile
caech republic. cyberbullying photo (top lefi-hand comer)

Receive updates

To stay informed

Video Communities:

e Industry has

e launched
I ‘Teachtoday’
W, Blogs: 40 Second R

Suide website

A V/eblog or Blog 1s a website
where entries are commanly
displayed in reverse
ehronalogical

> get started

Message Boards: 60

Second Guide
Message Boards allow a group
of peaple with interests inthe
same subjectto post

> get started

[T wilds: 60 Second
Guide

AWikiis & piece of software

which allows a group of users

to create and organise

» get started

Opinion Poll

3t concems you the

A great clip to show to
parents....

‘People online may not
be who they say they
are’
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Key resources by audience g
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*SMT

e-Safety: Developing whole-school policies to support effective practice
*Classroom teachers

Signposts to Safety

*Support staff

TDA Primary induction — ICT — For teaching assistant trainers

*Governors

ICT: essential guides for school governors No. 06 - Safety and security with ICT
eLocal Authority and LSCB personnel

Safeguarding children in a digital world; Developing a strategic approach to e-safety’

Safeguarding Children Online: a guide for Local Authorities and Local Safeguarding
Children Boards

« Parents

Know ITAIl for Parents — Childnet International
«Children & Young People

ThinkUKnow

Cybercafe

Hector Protector

CEOP

$ leading
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8_"09 11-16? | Parent? © Teacher?

Carer? Trainer?

*UCLAN - Course code FZ1072 -
www.internetsafetyzone.co.uk

*NSPCC - packs@nspcc.org.uk

*CEOP - education@ceop.gov.uk




Resources for trainees,
practicing teachers and adults
who work with children

tda
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What should schools/organisations be doing?

*Be alert to the possibilities!
*Provide:

- Policies and procedures

- Infrastructure

- Education for staff, parents, students
- Standards and inspection

*Complete the School Evaluation Framework
*4b the extent to which learners adopt safe and
responsible practices in using new technologies,
including the Internet.




Ruth Hammond

Manager, Safeguarding Programmes
Becta

* Tel: 02476 416994
* www.becta.org.uk

* ruth.hammond@becta.org.uk

me




Ofcom Media Literacy Audit:
Report on UK children’s media literacy 2008

Parental fears relate to:

* but overblocking limits educational usage,

-inappropriate content ) :
children use proxy bypass sites

* ‘'stranger danger’ but recent research shows this is less of a risk
than may have been thought

need to differentiate clearly between cheating

scheating online and collaborative efforts and bona fide
research
scyberbullying bullying policies and education need to

include reference to new technologies

Therefore huge difficulty in managing these issues




