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Moderating Online Communities

Why Moderate?

• All interactive elements that allow the general public to 
post free text or pictures are a potential risk to the 
company or content provider and potentially to children. 

This risk includes defamatory or libellous material, 
obscenity and abusive or intimidating comments and the 
ability for grooming behaviour to take place.

Day to day moderation issues

• Abusive comments (including racial hatred, violent 
content, homophobia etc.)

• Anti-social behaviour (multiple posting, nonsensical 
comments)

• Spamming (commercial advertising)

• Brand reputation management

Specific threats to children’s 

safety

• Children posting personal information (e.g. email 
address, mobile phone numbers and leading to the 
‘jigsaw effect’)

• Potential for grooming behaviour by paedophiles

• Obscene content
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When should you Moderate?

• Refer to Home Office Guidelines on moderation (“Good 
Practice Guidance for Moderation of Interactive Services 
for Children”)

• Conduct a Risk Assessment

The Home Office guidelines are aimed at 

commercial or government funded services 
although we recommend all children oriented 

communities take notice.

A risk assessment is not 

necessary however the 
process and the Home 

Office Guidelines may be of 
benefit.

Begin 
assessment

Is your service aimed at or likely to 
attract children?

Is your service commercial or 
government funded?

NO

YES

NO

Does your service enable users to have contact and interaction 
with friends or trusted users in a public area of the service?

NO

Does your service enable users to have contact and interaction 

with strangers in a public area of the service?

Does your service enable users to have private contact and 

interaction with friends or trusted users?

Does your service enable users to have private contact and 
interaction with strangers?

YES

Begin content 
assessment

Low risk

Can users create create content (text/photos etc) that is publically 
available?

Can users communicate via any other means in the community 

area that could lead to exchange of personal information?

NO

YES

Low risk

NO

YES

Low risk

NO

YES

Low risk

NO

YES

Low risk

NO

YES

Low risk

MODERATION 

REQUIRED

Potential Risk 
to Child Safety

Are the users of 
the service 

anonymous to 
other users and 

are they verified 
and tracked?

Does your service 

use a filter to stop 
users from using 

certain words and 

phrases?

High risk

eModeration Risk Assessment to determine the need for moderation
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YES

Anonymity can affect behaviour and 

make it harder to trace individuals – 
extra precaution needed.

Personal data must be protected – refer 
to Home Office Guidelines

YES

NO

Filtering can stop unwanted 
communication and certain phrases to 

minimise risk of grooming behaviour. 

No filter requires more intensive 
moderation.

YES

NO

The Home Office guidelines are aimed at 

commercial or government funded services 
although we recommend all children oriented 

communities take notice.

How do you moderate?

• Moderators can be home based or on site (e.g. TV 
studio)

• Types of moderation

– Pre-moderation

– Post-moderation

– Sample moderation

– Reactive moderation

• Guidelines
• Technical filters
• Supervision
• Escalation
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Who does the moderation?

• Recruitment

– CRB checks

– Face to face interviews

– Code of conduct

• Training

– Recognising grooming patterns

– Escalation process

– Legal implications (e.g. obscene material)
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